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• The Standard for Building Automation: www.knx.org 
• Bringing together an impressive Community

– KNX Association 
– KNX Manufacturers
– KNX Training Centers
– KNX National Groups
– KNX Partners
– KNX Scientific Partners
– KNX Installations

• All Applications, all Building Types, all Medium Types
 Always on the Move!

What is KNX?

The benefits of KNX

 A future-proof technology

 Endless flexibility and personalization

 A safe and secure system

 Timesaving and easy installation

 A fully integrated solution

 An international community

http://www.knx.org/
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Benefit from latest System Extensions
- KNX Secure
- KNX RF Multi and KNX IoT
- Segment Coupler, Media Coupler, Security Proxy
- Secure Remote Access

Vis‘
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• KNX IoT Point API
•  Sensor-Actuator-Communication
• Native IPv6 (comp. KNXnet/IP over IPv4)

– Can be Thread, Wifi, Ethernet, Single Pair Ethernet

• KNX IoT is Secure: OSCORE End-to-End Encryption
• KNX IoT is fully interoperable to KNX TP, KNX RF and KNXnet/IP
• KNX IoT is commissioned with ETS6

Benefit from latest System Extensions
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• Extension of a KNX TP Installation

IP Router

LC PS

LC PS
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KNX IoT Router

De

De De
De

Switch

+TBR

Benefit from latest System Extensions
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ETS6.3: What else...?

• Faster Commissioning thanks to simultaneous writing of multiple groups to the bus
• Performance Improvements in Archives and in Projects
• Use of external webcams for KNX Secure FDSK scans
• Improved support for KNX IoT Point API devices
• Use Search Folders (e.g. for Download Recommendations)
• ....and so much more!

https://support.knx.org/hc/en-us/articles/19521702047506-ETS-v6-3-0
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Cyber Security: Port 3671

• Opening Network Port 3671 is a bad idea!

• Thousands of Networks have this Port open 
– Why? Free remote access to KNX Installations
– Analysis shows, many would support KNX Secure

• KNX Association recommends…
– Close Ports, use Secure Remote Access Gateways
– Activate KNX Secure (Data Secure und IP Secure)
– Set up VPNs
– Set BCU Keys and make use of Programming Locks

Online Tool to check own Network:

https://support.knx.org/hc/de/articles/14774118731538
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Future of KNX

• Prevent Loss of Projects
• Empower Owners: Access Roles
• Build long-lasting Relationships based on Trust and Confidence
• Add new Platforms, allow new Personas and promote modern Workflows: API
• Raise Efficiency: Product and Project Semantics
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Takeaways

Only in ETS6: 
• Full KNX Secure Support (e.g. Security Proxy)
• Simpler Topology (e.g. Segment Coupler)
• Detailed Project comparison and Version tracking
• Integrates KNX RF Multi and KNX IoT Devices
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Takeaways

Be informed:
• Release Notes: ETS v6.3.0 – KNX Association
• Known Issues: Known issues – KNX Association
• YouTube: KNX Association – YouTube

Need support? Contact us:
• Submit a request – KNX Association

https://support.knx.org/hc/en-us/articles/19521702047506-ETS-v6-3-0
https://support.knx.org/hc/en-us/sections/23277137269266-Known-issues
https://www.youtube.com/@KNXAssociation
https://support.knx.org/hc/en-us/requests/new
https://survey.alchemer.com/s3/7720298/ETS-Beta-Tester


Thanks.

For general questions: 
info@knx.org – www.knx.org

Smart home and building solutions.
Global. Secure. Connected.

Michael Critchfield
ETS Product Manager

michael.critchfield@knx.org
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